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Diate of exeeution: Febroary 15, 2011

Mame of Company covered by this certification: Belmont Telephone Company
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MName of Officer signing: Deb Egli

Title o Ohdicer signing: Viee-President

I, Deb Egli, certify that 1 am an officer of the Company named above, and acling as an
agent of the Company. that | have personal knewledge that the Company has established
pperating procedures that are adequate to ensure compliance with the Commission’s CPNI rules,
See 47 CFRE 64.2007 ef seq.

Attached 1o this certification as Exhibit | s an accompanying statement explaining how
the Company’s procedures ensure that the Company is in compliance with the requirements set
forth in section 64 2001 e veq. of the Commission’s mles,

The Company has not taken any acnons (proceedings mstituted or petitions filed by a
company at either state commission. the court system, or at the Commission against data brokers)

against data brokers in the past yvear.

The Company has not received any customer complaints in the past year concemning the
unauthorized release of CPNL

Signed ,.a—\_—-L;T v.2

i Best Copy and Printing. Inc,



Exhihit 1

BELMONT TELEPHONE COMPANY

STATEMENT EXPLAINING HOW THE COMPANY'S OFERATING PROCEDURES ENSURL
COMPLIANCE WITH THE FOC'S OPN RUTES

I. Customer Proprictary Network Information (CPNTY)

CPNT s delined n Section 22200 of the Communications Act as (A} information that relatex to the guanlily,
fechnicsl confipuration, tvpe. destination, and amonnt of nse of 4 elecommunications service sihscribed tnhyany
cusromer ol 3 refecommunicarions carrier, and that iz made available 1o the carrier by the customer solely by vifue
of the carrier-cnstomer relationship, and (B) information contained in the bills pertaining 1w telephone exchange
selviee or Welephone woll service received by u customer of w carmer (eacept Ut CPNT does vob melude subscrber
[t anformatism),

Generallv, CPNID includes pessonal information regarding 2 consumer’s ise of hiz or her telecomminications
services: CPN| encompasses information such as: (a) the telephone numbers called by a consumer; () the
beleplwme numlers calling u custemer. (o) the tme, losation wal durebion of o consumes s outhound and mbownd
phice cnlls, und (d) the lelecommumentions wmd infommation services purehesed by o consumer,

Call dem]l mformianon (alwo known as “call records™) s 4 catégory of TPNI that is particularly sensitive from a
privacy standpoint and tha is soughn by pretesters, hackers and: other unauhorieed entities Tor illegitinmme
parposes, Cull detm] includes uny mformution thal pertuins o the tunsmission of & specifie wlephone call,
il uding the number ealled | for outhound calls), the number from which the call was placed (B mbonnd calls),
andd the dme, tme, leeation andior duration of the call | for all ealls)

I Use send Disclosure of CENT 1y Restrocted

Lhe Company recognizes tha CPNL includes information that i< personal and individially idenrifiable, and rthin
privacy concems have led Congress and the FOC 10 impose restrictions upan ita tse and disclosure, anc upon the
provision of aceess 10 it by individuals or entities inside and ourside the Company.

The Cvmpuny has designated o CPRD Compliance Officer who s repponaible forz (1) commumicating: with the
Lampany s pierneys andfor consultants repanding CI'S1 responsibilities, requirements and  restrictions; (2)
aupervising the tralng of Company émplovess and agents whe use or have aceess to CPRL (3) supervising the
uge. disclosure, distribution or access to the Company’s CPNIE by independent contractors and joint venlure
pautiers; (4) maknaining records regarding the use of CPNT in markeling campitens; and (5) recelvimg, reviewing
-l resolving quistions o ssues regarding use, diselosune, distnbution or provisien of access o CPNEL

Company emplovees and agents that may deal with CPNI have been informed that thene are sobstantial federal
testrictions upon CPNI wse, disribotion and aceess: In order to be autharized to use or acoess the Cormpany’s
TP emplovees and agents must recerve roining with respeet to the reguirements ol Section 2220 of U
ACommuntestions Actand the FCU s CPML Rules {Subpant | of Par 64 of the FUL Bales)

Before an dgent, independent contractor or joint venture partoer may receive or be allowed to access or ose the
Company’s CPNI, the-agent’s. independent contractor’s or jolnt venmire partner’s ageeemient with che: Compaiy
musl gontain provisivns for the Company wnd The sgent mdependont somineeoer 00 JOIML veniung pariner must enler
it an addiional confidentialin: sgreement which provides) that: (2) the agent independent contractor or joint
ventire pafmer may uie the (NI only Tor the pumose for which the CPX1 has béen provided; {b) the agent,
independant comiracton o7 jeint vepture parmer may not discloss or dissbute the CPNL to, or allow access to the
CPMI by any other party (unless the agent. Independent contractor or jolnt venture partner is expressly and
specifically reguired lo do so by o voun order); and () the peent mdependent comtractor or joint seolure pactmr
must implement approprsic and specific safopuands acceptable to the Company to <nsure the confidentialing of
the Company s CPRL

ITL. Frotection of CPNI
I, The Company may. afier Teceéiving an approprigic writien request from a customer, diselose or provide the

custatmet’s PN i the custoimir by sending it 1o the customer’s addeess or recond,  Any and all such customer
requests: (1) must be made in writing: (21 muist inglade the costomer’s €omest billing name and address and



customar. The Company will disclose TPNI upon affinmetive wniticn request by the cistomer 10 any person
desienated by the customer, but onds afizr the Company calls the cusomes"s telephone number of record andfor
srids a notificetion to the customer » sddross of soooed W0 verify the accuracy of this request,

The Company will provide a cesiomer’s phone reconds o other CPNI 10 a biw enfrcement agency in
%i%rﬁnﬁﬂﬁi

3. Sowe Docember X, 2007, the Company retains all custormes pesswonds snd “sharcd scono™ quesiion-answer
combmations in cecure files that may be accessed only by suthorized Company employees who ooed such
information in onder 10 authemticae the identily of conomers roquesting call detail information over the ielephone.

4. Swee Desember K, 2007, Company employees authenticate all telephome soquests for CIPNI i the same manner
whether or nol the CPRNI consists of call detail information. That 13, Company emplovees must: (a) be furnished
the cistomer’s pre-established password for cormect answers to the hack-up “shared secret”™ combinations), (b)
send the requested informution fo the customer ' pastal or nrﬂna_.mq “address of record” (see defimtivn ubove "

or 1) : the customer back at the customer's “telephone number of revord” (see definhion above) with. the
regiesle _.,___._._._ 1

5 ompary has adopted o policy that it docs not and w ise, disclose or perinil povess o CPNI by an
affil FE

6. When an existing cnstomer calls the Compasy o inquire sbout or order new, additional ar modified services
.._z___,,_xsn.i marketingl, the Company may use e aostomer’s UPNE other than call detail CPNT 1o assist the
cusiomer for the duration of the customer's call if the Uompany provides the customer with lbe ol notice
requised by Sections 64.2008(c) and 64 200%(1) of the FCC's Rules mnd after the Compuny authenliciles the
eI,

Sinee ecember K 2007, the Compoany discloses v releases call detml information 10 customers during cusiomer-
mitiated telephone contacts only when the cusiomer provides a pre-caablished pastword. 1 the customer docs not

provide a password, call detail information  relessed only by wnding it 10 the customer s sddicn ol recond or by
the camier calling e customer = the telephone number of recond  If the customer is able (o provide o the
Cuangan s E-ﬁ%ﬁlﬂénﬁﬁumﬁﬂng_ggséu
cuslimner service wsoe (e, the telephone number culled, when it was ealled, and, if applicable, the amount
charped for the call _iﬁggﬁﬁﬁgggiiﬂggﬁg

rebnied 10 such information. (However, under this crcumstance, the guﬁqﬁ.&!?ﬂﬁ&nuﬁr&ﬁ.
v call detadl lnformatson uboet the cumomer secount other than the call detsil informution hut the vusiomer
pravides willioul the customer first providing 3 password )

7. The Company has adopted a policy thet il dogs nul and will ant use, disclose, or permit access o CPNI in
enmnectinn with Company-initisted markeling of serviees  which a custormer daes not alieady subseribe Gonm Uhe
Company [out-bound murketing).

B, The Company maintaing appropriste paper andlor electromic records that allow ies employees, independent
vontractors and joint venture partners to clearly estblish the status of cach customer’s Out-out andfor Opt-ln
approvals (if any) prior 10 use of the customer's CPNL  These reconds inctude: (1) the date(s) of any and ull of the
customer’s deemed Opt-oul %ﬂwﬁ&ﬂnﬂfﬁ%ﬁ?%iﬁnﬁﬁﬁqﬂg%i
reencations of such upprovels; end () the rvpede) of CPNI use. acoess, disclosur: und/ur disinbution approved by
the customer.

9. Hefore a customer’s CPNI can be usad in an cut-bound markering activicy or campaizn, the Company's
recosds must be checked to doicmine the stetus of the cusmomer’s CPNI approval. Compamy cmployecs,
ndependent contraciors and jomt vonhire parmers are required o nosify the CPNI Complisnce Officer of any
aCrcss, BCCUTECY OF SCouriy prohizms thew encounter with respect o these reconds

I mew, lﬁiﬂﬂﬂﬂﬂmﬂaﬂ_ﬂwlug the (PN Compliance Officer will determine wither the

Company s “Opt-Out CPNI Notice™ or “Ope=ln (TN Notice™ mus be wsad with respect 1o variows proposed out-
boud marketing sctivitics.

i The UPNI Compliance Oificer will muintain a record of zach our-bound marketing activily or curnpaiyn,
incloding: (i) a desoription of the campaign: {i1) the specific CPN that was nsed in the cumpuign; (1) the datc and
purpose of the campaeign: and () whar products and services were offcred ax part of the campaign.  This record
shall be mamiained for a minimum of one year,



11, The Company’s emplovecs and billing agents may use CPNL 10 inftiate, reoder, bill and volleel Tor
telecommunications services,  The Compuny mey obluin imformution from new or euisting customiors [hat may
constitute CHFNE s pant of applications or requests fornew, additional or moditied services. and itz employess and
agents may ues such cumomer information (withour further costomer approval) to Initiate and provide the
services. Likewise, the Company’ s emplovees and billing agents may wse customer service and colling réconds
[witheut custemer approvall (ud b bill vestomers for servives mendered to thems () e myvestiate and resoles
disputcs with cusfomers regarding ther hills: and (2) 1o pursie legal, arhitmation, or other processes to collect late
ar uipaid bifls from cosiomers

12 The Company™s employess and wgents iy use CPNT without customer approval fo prolect the Comipany's
righis ot property, and tn profect users and pther camers trom fraudulent, abusive or iHlepal use of (or subseriprion
to) the trelecommunications service from which the (PSNT % derived

BHecanse allagations and investigations of fraud, abuse and iffegal use conatitute very sensitive pualters, any uccess,
use, disclosure o distribution of CPNT pursuant o this Section must be exprossly approved in wdvanee and in
wiling by the Compuny s CENT Compliunee OMicer.

134, The Company ™= emplnyees, apents, independent comtretors and joint venture partiners miny NOT use CPNI to
ientfy or rack enstomers who have made calls to, or received calls from, vompeting cirriers. Mot may the
Compunys employees, agemts, independent contractors O joinl venlure parloees bie or diselose CPNL for personal
el og profil,

4. Cempany policy mandates that files comaming CPND be maintained In s fsecure manner such that thay cannnt
e wiged, necessed, disclosed or distributed by unanthorized individuals o in an wiiethorized nnnioer.

15, Faper files comaiming CPR] me ket in secure arous, wnd may ool by osed, cemoveds o copicd iooan
uiiiuthorsgcd manner,

1. Uompany employees, agents, independent contractors and joint venture partners are required to notity the
CPN Compliance (OfYicer of any access or security problems they encounter with respect 1o files conlnining
CPEML

[T The Compuy 1y permit is customers Lo cstablish online accounts, but must require an approprinne pasiwiord
ty b furnizshed by the customer before he or she can aceess any CPMNL in hig or her onling aceount,  Since
Pecember ¥, 2007, passwoeede may NOYL be hazed upon readily obminable biographical Informiation {¢ g . the
cugtomer’sname, mather's maiden name, social secority number or date of birth) or accouwnt information (v, the
cuistomer’s telephone pumber or address)

18, 8inee Degember 8, 2007, customers may obluin an initial or replacemnent password: (1) (F they come in persdn
o lhe Company s business office, prodoce o dniver's license, passport or other government-issued identitication
verifying their idennry, and correctly answer certain questions regarding their service and address: or (ii) if they
call a spedified Company telephone number from their telephone number of record, and then watt at that number
vntil & Company representative calls them back and obtalns correct answers W verluin guestions regurding their
sevvice and oddeess.

k4. Since Peeember 8. 2007, the tlompany will nonfy customers immeadiataly of certain changes in their accounts
that may aftect privacy oF Securiny matters

i The types of Changes Ui reguire munediate polifivetion includd: {a) changze or reguest for chane of the
customes’s pussword; (b) change or reguest for change of the cestamer’s address of tecord; (¢) chanpe o
request for change of any significant zlement of the customer’s onling account; and (d) a chamgs or request
for change fo the customer’s responses with respect 1o the back-up means of authentication for lost or
forgetien passwords.

b. The nofice may be provided by: (5) 2 Company ezl orvoicemail 10 the customer’s telephone number of
becond: (h a2 Company toxd messaon o the cosomer’s relephons nomber of recond: or {¢1 a written notice
miailed ti the customer’ s address of record (1o the tustomer’ s prior address of récord i the change includes a
clange in the cusiome: "5 address of record),

¢ Thenotice must wdentify oniy the 2eneral tvpe of chanpe and must nor reveal the chanesd information:



d. The Company employes or agenl sending the notice must prepare and furmizh o the PN Compliance
Qrficer o iemorandum conlgining: (a) the name, address of record, and relephone nomber of record of the
customer nolified: (B a copy or the 2vact wording of the text message, written notice, telephone message o
vedcemail message comprising the notice; and (c) the dateand time Wt he nolice was senl,

20 Singe December 8, 2007, the Company must provide an mmnial notice 1o kaw enforcement and a subsequent
mobice to the vustomer 1f a seourtty hrezch regults in the disclosure of the customer's CPNI to a thivd party withoul
the cngtomer’s athar zation

a Assoun s practivuble (und in me event more than seven (T) days) atier the Company discovers that o
perspn (without authonzation or excesding awrthorization) has intentionally ‘goined access to, used or
dleclosed CPNI the Company must provide electronic notification of such breuch to the Unitesd States Seerct
derviee and to the Federal Bureau of Investigalion vis a central reportme facility accossed through a link
majntained by the FCC ul Jiiplavww, fog govighienmi
21, Smee Decemher &, 2007, 1he Company will provide customers veith weeess to PN ol s retwil lovations if the
customier presents a valid photo 1D and the valid phote 1D matches the nume on the aceeunl,

22 Sinee December §, 2007, the Compuny lukes reasonable mensires o discover and protect agdingt activity that
i ipdientive of pretextmp inclodmg requinng Company employees, agents, independent contractors ond jaint
veniure partners o notity the (PR Compliance Officer immediotely by volce, voicemuil or emuil of: (u) uny
suspicions or pansual eall requesting o costomer's call detail informuation or other CPRI (ineluding o cull whore
the caller furnishes an incorrect password or incorret wswer W one or both of the “shared seerct” question-
answe conbinatiens ), (B wy suspicios or unustal stiempt by an individual to change a customer’s password or
aecount imformubon Oacludimg providmg inadeguate or inappropriate identification or incorreet “address or
record,” “lelephene number of record” or other sipnificant service information); (¢ any and all discovered
instuneed whene sccess o the Company's electronic files or dutabises containieg passwords or CPNT wis denicd
dise to the provision of incorreet logins andlor passwords, und () uny compluint by u customer of unsuthorsad ar
inappropriate use or disclosure of his o her CPNEL The CPRI Complince Officer will request further intormation
i writing, and vestigate or supervise the invesipstion of, any incident or geaup of incidents that reasonably
appear W wnilail pretexting.

23, Company and i1s authorized emplovees may wse CPNI w provide cull location informution repurding mobile
users in cortain emergency situgtions. Exvept in an unforeseen emergency involving 2 substanisl threat oo human
life os safery, any and all wse vr provision of CEND under this categary must invalve the specific types or
cilegories of cinergeneics bated in writing by the Company's CPRNCompliance Ofteer

IV, CPNI Compliance Officer

In addition to the specific mamers: required (0 be reviewed und spproved by the Company's CENI Compliance
Officer, employees and agems, independent contragtors and joint venmre partners are strongly encanraged ta bring
wiy pod ol other guestions, issues or uncertaipuics reparding the use, didclodure, or 4ccess to OPN to the attention
ol the Company's CENI Complianee (Otficer tor appropriate investigation. review and guidance. The extent (o
which a particular employee or ageet hranght & CPRI matter to the attention of the CPNI Complianice OfTicer and
received appropriate fuidance. 15 a material consideration in any disciphinary selion brought against the cmployee
or agent for impermissible use, disclosure or adesss W CPNL

W, Disciplinary Frocedures

Phe.ompany has informed its employvees and agents, independent vonlructors and joinl vesture partners that it
considers compliance with the Communications At end FOT Rules regarding the use, disclosure, and access m
CPNE o e very important,

Vinlation by Company emplovess oragents 6F such CPNI requirsmiznts will Tead w disciplinary sclion fineluding
remedial fraining. reprimands. unfavorable performancs reviews, probation, snd termination), depending upon the
circuristances of the violation (including the severity of the violaton, whether the winlatioh was a first tima ar
repeal w‘iulglil.in. whelier appropriaie guidance was sought or received from the CENI Compliance Officer, and ths
extent o which the vinlation was of was oot deliberaio or malicious)

Violation by Company independent contractors or join venture partners of such CPNI tequiroments will Tead
prompt disciplinuy setivn {up 1o dnd meluding remedial raining and termination of the confract)



